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Current Russia’s Cyber Military Power and the Future

Takahiro SASAKI

Abstract

Russia states security issues in cyberspace as an important area of national security. In
particular, the space is not regarded as a mere communication / information
infrastructure, but as a domain where conflicts such as information warfare occur, as the
fifth domain after land, sea, air, and space. The “national security strategy,” “military
doctrine,” and “information security doctrine” clearly define what the threat to Russia is in
that domain and how to counter it. In order to embody that strategy, Russia established an
“Information Operation Troops (Cyber Warfare Troops)” in the Armed Forces of Russian
Federation. This troops is believed to be a working troops aimed at ensuring information
superiority in cyberspace through cyber-attacks and offensive propaganda activities.

In addition, Russia is trying to win by incorporating Al into cyber warfare, which it
recognizes as the key of modern and near-future warfare. Russia sees Al as a technology
as a game changer to gain hegemony, and by 2030, it is trying to break into the US-China
hegemony battle using Al In the future, it is necessary to carefully look at how Russia
intends to utilize Al in the field of cyber warfare, and it is important for Japan to take

measures that do not allow Russia to run alone in this field.

* JHERS & B¥d% (Visiting Professor, Tokai University)
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